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Conjugates of an elementary abelian regular subgroup
of Sym(2")
Let V = (F,)” and T be the translation group on V,
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T={op|be V,x— x+ b},

then
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Analogously, if T¢ < Sym(V) is conjugated to T in Sym(V), i.e. another
elementary abelian regular subgroup of Sym(V).

Let 7, be the unique element in T€ which maps 0 into b, then
Tg:{Tb|b€ V},
and another operation induced by T¥ is defined on V as

def
aob= ar,



Motivation

Let V < (IF,)" be the message space

Block cipher

A block cipher C is a set of permutations of V' (encryption functions)
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each of which is individuated by a key k in the space K = (F,)".



Motivation

Let V < (IF,)" be the message space

Block cipher

A block cipher C is a set of permutations of V' (encryption functions)
{ektkex C Sym(V),

each of which is individuated by a key k in the space K = (F,)".

Each encryption function is usually obtained as the composition of different
layers. Some of those layers provide entropy to the encryption process by
bitwise addition mod 2 with round keys in V/, computed starting from the
user-selected key in /.



Motivation
The encryption functions should be chosen judiciously:
some choices may offer the possibility for a successful attack

In particular, the encryption functions should lie “far” from the set
AGL( V) = NSym(V)(T)
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for avoiding, for example, differential cryptanalysis".

*Biham, E., Shamir, A.: Differential cryptanalysis of DES-like cryptosystems. J.

Crypt. 4(1), 3-72 (1991)



Motivation

However, several isomorphic copies of AGL(V), its conjugates, are con-
tained in Sym(V), and so the encryptions functions could be approximate
by elements of AGL(V)& = Nsym(\)(T%), for some g € Sym(V)

This fact is exploited by Civino, Blondeau and Sala™ for designing a cipher
which is resistant to the classical differential cryptanalysis but may be
attacked using the operation on V created from T& < AGL(V/), for some
g € Sym(V) such that |T N T&| =22,

**Civino, R., Blondeau, C., Sala, M.: Differential attacks: using alternative
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What makes the case | T N T&| = 2"~2 special?

T# conjugated to T such that | TN T&| = 2""2, are called second-maximal
intersection subgroups (2MI)
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Let g € Sym(V) such that T# is a 2MI subgroup, then T¢ < AGL(V)

» In the case when | T N T&| < 2772, there are some examples for
which T€ < Sym(V)\ AGL(V)

» 2MI subgroups play a role in the way Sylow 2-subgroups of AGL(V)
are structured
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2MI subgroups and the Sylow 2-subgroups of AGL(V)

Theorem (A, Civino, Gavioli, Scoppola)

Every Sylow 2-subgroup ¥~ of AGL(V') contains exactly one elementary
abelian regular subgroup Ty intersecting T in a second-maximal
subgroup of T and which is normal in ¥

AGL(V)




. conversely

Theorem (A, Civino, Gavioli, Scoppola)

If T is an elementary abelian regular subgroup of AGL(V) such that

TN T|= 272 then there exists a Sylow 2-subgroup ¥ of AGL(V') such
that T=Ty I %



Elementary abelian regular normal subgroups in the X

Theorem (A, Civino, Gavioli, Scoppola)

Let g € Sym(V) and let X a Sylow 2-subgroup be of AGL(V) containing
T&. The subgroup T& is normal in X if and only if T8 € { T, Tx }

AGL(V)



Sylow 2-subgroups and their normalizers

Corollary

Every g € Nsym(v)(X) \ AGL(V) interchanges by conjugation T and Tx

Theorem (A, Civino, Gavioli, Scoppola)
If ¥ is a Sylow 2-subgroup of AGL(V), then |Nsym(v)(X) : | = 2

Nsym(v)(X)

AGL(V)

N
T Ts
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Self-normalising

It was already know to P. Hall that the Sylow 2-subgroups of Sym(V') are
self-normalising. Similarly:

Theorem (A, Civino, Gavioli, Scoppola)
If ¥ is a Sylow 2-subgroup of AGL(V), then NagL(v)(X) = .

Proof.

Since |Nsym(v)(X) : X| = 2, if [AGL(V)| = 2™t, with t an odd integer,
then we have |X| = 2™ and |Nsym(v)(X)| = 2™*1. Since

NAGL(V)(Z) < AGL(V) and NAGL(V)(Z) < NSym(V)(Z): then
|NacL(vy(Z)] = 2™ .
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A normalizer chain

Let S, be a Sylow 2-subgroup of Sym(2"). Notice that

T, = AGL(V) N S, = Noymzn)(T) N S, = N, (T)



A normalizer chain

Let S, be a Sylow 2-subgroup of Sym(2"). Notice that
Yo =AGL(V) NS,y = Neym(zn(T) N Sy = Ns,(T)
Let us define the sequence {NX} .o, where
NO S, N2 Noyman(E0),
and recursively, for k > 1,

NII; = NSym(2")(Nr,w(_1)-



A chain of 2-groups

Theorem (A, Civino, Gavioli, Scoppola)

For every k > 1, we have N = Ns (N5=1). In particular, N is a
2-group.
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Spoiler of Norberto's talk

Using GAP we have computed [N/ : N~ up to n = 11, and we have

obtained the following table

n I 3/ 45678 9 |10] 11|

log, [, [[3]6] 101521 [28]36] 45 | 55 | 66

log, [N} 71116222937 46 | 56 | 67 || +1
log, [N?] - 1318243139 48 | 58 | 69 | +2
log, N3] -] 14122283543 ] 52 | 62 | 73 [ +4
log, | N3] -l 15[ 23354250 [ 59 | 69 | 80 [ +7
log, [NZ] - - [25[37[5853]61| 70 [ 80 | 91 || +11
log, | N8| - - |24 57 77| 8 | 96 | 107 || +16
log, [N7] -] - | 28[45]64 84109 119 | 130 || +23
log, [NZ] - - ]29]46]67 |89 | 113|151 | 162 || +32
log, [N7] - - [ 3047 71]095 | 122 [ 155 | 205 || +43

The logarithm of the size of the normalizers, when n < 11

14

16



Spoiler of Norberto's talk

We looked up at The On-Line Encyclopedia of Integer Sequences at
https://oeis.org/A317910 and found out that the numbers that
appear in the last column, i.e. log, [N/ : Ni=1| with 1 < i< n—2,

coincide with the (i4+2)-th terms of the sequence of the partial sums

{aj}j>1 of the sequence {b;};>1 counting the number of partitions of j

into at least two distinct parts.

j|l1]2|3]4]5|6|7[8]9[10]11]12]13]14

by [0]0[1]1]2]3] 4

5

7

9

11

14

17

21

a |00 |1]|2]|4]|7]|11

16

23

32

43

First values of the sequences a; and b;

57

74

95
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https: //oeis.org/A317910

Thanks for your attention!



